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Supporting the Mission
Ocean Lighthouse in the
5 Basi

participation in knowledge

B LU E Egjrgggén 10 — )/ - Institutions
C LU ST E R D 7 other

We connecttompanies knowledge
Institutions and governmentsto set up
Innovative projects linked to the sea and

the blue economy
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The European economy Is already today depending on the European seas and the
Blue Economy Is growing....

111GW. 203
3 17 GWZOSO

EUcumulativeoffshore goals

Over80%

of globaltrade isseaborne

Upto 99%

of international data
transfers and
communications are done
through submarine cables
400 cables, 1.3 million km
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>tream gas 'sabotage’: who's b
'd and why?

inska

+:00 PM GMT+2 - Updated 2 years ago

istream 2 is seen in the Swedish economic zone in the Baltic Sea in this picture taken from the Swedish G
or 28, 2022. Swedish Coast Guard/Handout via TT News Agency/via REUTERS Purchase Licensing Rights
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geopolitical turbulence...

.elgium joins forces with Nort
Sea countries to guard against
Russian sabotage

Tuesday 9 April 2024

By Lauren Walker

d turbines in the North Sea. Credit: Belga / Kurt Desplenter

e increased presence of Russian spy ships in the North Sea has spurre:
l|gium and five other North Sea countries to prevent sabotage, which

1ld cerionclv dierunt enerov aunnlies internet connectinn ar hankingo

; Achilles Heel? Why the Bal
)st vulnerable to subsea sal

Jesmarais
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Northern Europe’s hew naval
priority: Submarine sabotage

After damage to a Baltic Sea pipeline, Western navies are deploying to the
region in an effort to protect vulnerable infrastructure.

[> LISTEN (72 SHARE

PRO Free article usually reserved for subscribers
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Strenghts

Complex maritime
Infrastructure
Windfarms are
dispersed assets
Hard to occupy
Strong security
awareness
Contingency plans

Weaknesses

A No physical
fencing

A Open Sea
outside
territorial
waters

A Impact on

energy supply

2+ aSO0OdzNA U e
JLI2 NIidzy AGASEa H
Opportunities Threats
A Forward based fixed A Different
Installations dimensions at sea:
A Regular presence &  on, above, below
24/7 monitoring water
A 4G -5G - XG A Working in harsh
coverage conditions
A Physical & cyber
threats
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2.00-2.05 Welcome and introduction Eveline Buyck
Frans Sjolander
2.052.20 Collaborationto enhancemaritime security in turbulenttimes Frans Sjolander
2.202.35 Keynote Collaboration in security Rodrigue Bijlsma, Officers on watch
2.353.05 Pitches
1. ResearclprogrammeC2B2andits focus onmulti-sector collaboration TorstenLinders Gothenburg University
2. RegionofBlekingea | NAY S ¢SOKy2f 23& /Sy udSNQRa LI I dPo#d\Déhl RydeNRe@chBlekinge2 NI G A 2y 2
iIssues
3. Resilient Critical Infrastructure and Maritime Security, collaboration between science and Thomas De Meester, IMEC
iIndustry
4. Improved security through data sharing Karel Buijsse, BO Enterprise
5. Cyber Security in Offshore Wind farm#\ Joint Effort! Auke Huistra, DNV Cyber
6. Autonomous systems for monitoring maritime infrastructure Walter DriesenDotocean
3.053.40 Paneldiscussionexploringthe future of maritime security Moderator: Marijn Rabaut
3.403.45 Final remarks and closure
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Frans Sjolander
Project manager
Stockholm Environmentinstitute
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SEl Is an international noprofit research institute that tackles environment
and sustainable development challenges

Headquarter inStockholmand7 centresglobally TeamWater, Coasts & Ocearprojects on theblue economy

Our centres

Resilient
Infrastructures
o ©°
- ‘5
. v (@) oo
o One N , Better Blue
s @ Water Blue Nistra
Economy G E
1989 1992 2002 2004 2008 2018
® =it imizrarn ® s=iPon @ sEoxtod @ sEIANs @ SEiAmcs P POLITICS
@ sEelus

SEI Stockholm
P Environment
| Institute


https://www.sei.org/projects-and-tools/projects/mistra-geopolitics/
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Security iIssues and the development of the Blue Economy In the Swedish
part of the Baltic Sea

AllOFW projectsn the Baltic "Today there arano technological solutions to
properdeclined compensatefor all the problems that occur™*
Syen ’y”kpp'::p A Passive sensors and underwater sensors
@ ot siiong canimpailr the ability to conduct signals
Intelligence
vidar @ wiogh xxug.. A Hinder theidentification and detection
S,  dibrgsiies of submarines
vastvind @ % Pleione
ey @ A Interfere withradio communications

Stora Middelgrund X X Aurora

X Neptunus
Skane havsvindpark

A Negative impact on radar

Cirrus X s¢ sadra Victoria

egers ok @ X T X Bt Ofsore st reconnaissance e.g.time to

Arkona vindkraftpark k

discoverrobots

lllustration: Regeringskansliet.

Source: Swedish Governmehfavsbaserad vindkraften viktig del av en robust elproduktion ~ *Quote from press conference with Swedish Government November 4th (translated)



https://www.regeringen.se/globalassets/regeringen/dokument/klimat--och-naringslivsdepartementet/dokument/presentationsbilder-fran-presstraff-den-4-november-2024-om-havsbaserad-vindkraft-.pdf
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The decision has caused a national debate orestistence between Offshore
wind and armed forces

Hinder férsvarar upptackt av robotar

Exempel med ballistiska robotar

ww Regeringskansliet

Source: Swedish Governmdanavsbaserad vindkraften viktig del av en robust elproduktion

S\/eﬂge{;\‘a(:“O Start Nyheter Poddar & program  Kanaler Mer Vv

P4 Gotland P4 program A-O Tabla Latlistor Arkiv om... Tipsa!

DAGENS NYHETER. tyheter sverige Varlden Ekonomi Kultur Sport Klimatet Ledare DNDebatt = M

zer

)

Saab-chefen: Vi kan hantera
"storning av sikten” frin
vindkraft till havs

Vindkraften kan paverka forsvarsforn
Antonia Sehistedt/Forsvarsmakten

FORSVARSFORMAGA

© Forsvarsm
fran vindkr

1:07 min A Dela


https://www.regeringen.se/globalassets/regeringen/dokument/klimat--och-naringslivsdepartementet/dokument/presentationsbilder-fran-presstraff-den-4-november-2024-om-havsbaserad-vindkraft-.pdf
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The Swedish case highlights the need for collaboration

A Defence interestsn Sweden remaiinflexible and largely nomegotiable. / G %Stra \
A Their reluctance to engagempers efforts for collaborative solutions POLITICS
Alllustrates how traditional security actors are beimgshed into new roles Otishore Wind and the Securitization
: : : o . Dilemma: Energy, Defence, and Marine
nighlighting the need for governance structures that faciliteb@xistence Ecosystem Sustainability
petween security and renewable energy goals.

About the study

Using the case of Sweden, the study
examines whether offshore wind
development is being securitized and
how it aligns with broader EU strategies.

Authors

@ina Barquet and Frans Sjblander/
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Today's workshop builds on challenges foollaboration on security
Issues identified Iin previous roundtables

2
@ Previous roundtableorganisedby SEI

A Focus

0 Securityrelatedchallengesaffecting the
Baltic Sea region

o0 Explore the need fanformal regional
dialoguesto address the complex security
challenges affecting European seas

Previous roundtableorganisedby Blue Cluster

-

A Focus

Challengesor protection of offshore
critical infrastructure and port facilities
(physical and cyber security).

o Technological challenges and innovations
+ the need forcollaborationon these
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Based on these roundtables a number of challenges has been identified

Actor Collaboration on
collaborations technical innovations

Sharing information vs.

: : : Privacy laws and
Collaboration vs risks with Unclear responsibilities regulations

sharingsensitive information

Need of legal
Lack of sufficient trust frameworks
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The action points for the Mission Arena Roadmap are open for adjustments

Develop policies to enhance collaboratidretween government agencies and private sector entities through
secure and voluntarglata-sharinginitiatives, particularly for marine data and other critical infrastructure.

Encourage the collaborative development of advanced technological innovatiopgveraging scientific
research and marine data enable realtime infrastructure surveillance, threat detection, and coordinated
response capabilitiescross sectors.

Promote innovationprogrammesto collaboratively developew security solutions, explore cexistence and
multifunctionality of infrastructure to enhance resilience and address emerging threats more effectively.

Enhance crosborder collaborationby establishing aegional security platform on a sehasin levelto share
knowledge, build trust, explore solutions, share funding opportunities and enable partnerships between

public and private actors.

Define and agree on roles and responsibilitibetween states, authorities and private actansrelation to the
monitoring and surveillance of marine and offshore infrastructurernable effective protection
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Maritime Domain Understanding

Where safety and security collaborate

Rodrigue Bijlsma
Managing partner
Officers on Watch




Maritime Domain .
Understanding jﬂi‘ ;
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Where safety
and security 14
collaborate. o /. .
OF HCERS ® o o o
=/ ON WATCH [{ ® o o

www.officersonwatch.com



Expert
Witness
Service
Suite

Maritime
Risk
Service
Suite

OF FICERS

Maritime
Intelligence
Service
Suite

Mitigating
Measures
Service
Suite




“““-—\ -—

Sal
4 *"\*‘ S .,
e \.\ NN

R

Are we Aware and Ge:we U—H@lerslaand Marjtlmelgperatlons’P

[
FEATURES
@ a-sc¢
@ macn
S ASL ¢
| @ rLan

.
\‘n‘\~

Mg

W
. SFPC LY TN
\\ . A
\ \
N\ \ s
m\\\w\\ 3 .

N\

\ WY,
A Y \
LN
- % % . ‘\ ‘\\ N \ . ‘\

-,

\

’
!“

¢, ' ‘ o -
2 r ) ..-a'@“p
5 ' k] '.'\ A--‘.\‘ \\
EE— 3 § www.officersonwatch.com \\
: SEK S RS VIDED By
g . 770 B "f SO0 Sk R \AQ == ™=
¢ CRATATERTRTON NN = | [



—_—

.

Are we Aware and-

- Il 3
e . 5 LY n
w &%\ \ A\ \ \ “ SNy \\\\\Q » M h
” N\ . s LN . \ !
bV am W@ Al LY \ 3 \\\\ \ A\ AN e . N LT ‘\\'\Q \‘ ARV N . e e e e T B
SN Tad XY o L N\ . LY \ \‘\\m\ W W B, 00 Sduanind °t Y —_ - -
VRN N W U e, T = L WA \‘ R N < " Ve \\\ ol P e
Wi M N e A \ YW \ .
W o\ ) \ - “ W
A Y o '\ LY N, “ v
N ; . - \
N '\‘_.\.{} \,’_f.‘\ SN A Ny ‘ay \
YIRS \ . .

FEATURES
D A-80¢
D MaGHh
D ASL §
D BLAN

B e .

Qe

=

| [X
» 30 wit

ANGLEID

VIDED ﬁL,A\igg

= || |




When Security and Safety meet-eachothers interests...

Security

. Center: 51°32.87'N
s 002°52.46'E
“" . Distance: 3.718km ;
Bearing: 251.08°

www.officersonwatch.com



Creating Full Maritime Domain Understanding

Safety Anomaly in Anchorage Behaviour

_ Distributed Acoustic Sensing or
Security
Hydrophones
S 1N P o Security Perimeter Detection
" Safety Outside Territory

www.officersonwatch.com

. Distance: 3.718km
' Bearing:



Aggressors
Terrorists

Small threat
Destructive Impact

Influencers
Gain Control
Non Destructive Impact

Safety

Adverse Weather
Destructive Impact

Marine Planning
Anchorages
Shipping Routes
Limited Space

State Operated
Sabotage

Mapping

Destruction
Desception

Dual Purpose

Dark Activities

Technological Challenges
Spoofing

Jamming

Criminal Activities

lllegal Fishing

Violations environmental
regulations




Hybrid Awareness Asks for Full
Understanding of our Weaknesses

No Physical Fencing

Legislation outside 12 NM Zone

Sea Trade

Energy Supply

Harsh Environment

www.officersonwatch.com



Large Opportunities and Willingness Among all Partners

Private, Public, National And Cross-
Border Shared Detection Criteria

Early Warning Systems Based on
Multi-Sensor Fusion
& Voyage Insights

Security and Safety Multidisciplinary
Awareness Creation

www.officersonwatch.com
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Mistra Co-Creating Better Blue (C2B2)

TorstenLinders
Programme director

Mistra CoCreating Better Blue (C2B2)

Hosted by University of Gothenburg
Sweden




Better Blue

ﬁ Mistra C2B2
({/ Co-Creating
~~_~~

Mistra Co-Creating Better Blue
(C2B2)

Today | will make some references to a
particular actor in the blue economy:

The military.

Pitch at BlueMissionBANOS Mission Aréna 3, Amsterdam, 26 Nov 2024
Workshop: Collaboration to enhance marine security. in turbulent times



The expectations on the
ocean are 1 ncr

The real challenge of the coming decade:

Governing multiple demands In

Increasingly claimed and fragile
marine ecosystems.

Mistra C2B2 Co-Creating Better Blue

Fossil free energy
transition

Food security

Effective mobility
and transport

Good environmental
status

And mor e é

WWW.c2b2.se




C2B2 Pillars and concept

p Wik
o

Decision & Action

Mistra C2B2 Co-Creating Better Blue www.c2b2.se



C2B2 Work packages

LivingLab
P North
AN

_A_

l%\l

WP3Oc ean

LivingLab North

LivingLab
East

\‘/‘:ﬁ[: & R
M"’\ﬂ&|¢{|_|v|ng|_a|ﬂ SEI Stockholm
. \ @l Environment
WP4 Co-creation LivingLab East g oet U institute
of participatory V%:?K
ocean governance ®
in LivingLabs

LivingLab West

Mistra C2B2 Co-Creating Better Blue www.c2b2.se



OPEN ACCESS
GOVERNMENT

CZ B 2 L |V| n g L ab S Quotes from upcoming C2B2 presentation

In Open Access Government:

The new blue: Builtup seascapescreate
4 new maritime relations

The C2B2 LivingLabs argg - :
p5:for an innovation to be adopted [s)

settings in Sweden, ma
kil people and have an impact, we need to
solplsl [V \ATE{sScommon language!

LivingLab
North

spatial planning.

0" metaphors, attrac?tlve guiding images,
compelling formulations, and knowledge of —— :
— . vnl'wrlg ab
WP4 Co-creation rel ati onal P I O C &S J Q

of participatory
ocean governance

in LivingLabs LivingLab West

Mistra C2B2 Co-Creating Better Blue www.c2b2.se



C2B2 people and organisations

11 research [’ P
organisations N o
Initially 25

stakeholders

(industry, public sector)

Mistra C2B2 Co-Creating Better Blue www.c2b2.se



C2B2 people and organlsatlons

e ( '>CHAM ERS z .
NDUSTRITEKNIK T

11 research L HEM Gt

organisations _ _ _ 7 DR
J Many interesting topics for co-
cre a'uoné _JL Region Stockholm
LIFEFINDER ”Léinsstyrelsen
Initially 25 One development stands out: et S
stakeholders COM3INE
(industry, public sector) R
FISKEKOMMUNERNA
& ECOBARGE
23 Bottenlusen @meEED 8+fjordar

Mistra C2B2 Co-Creating Better Blue www.c2b2.se



